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Problem

• the consumer surplus is in transition: 

software and other 
digital content 

(intangible goods, i.e. 
services)

mechanical devices
(tangible/physical 

goods)

• consumer protection has developed in the 
world of physical goods
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Dualistic Consumer Protection 
Scheme

• high level of consumer protection for physical 
goods 

• almost non-existent protection for software 
and other digital content
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Outline

1. Consumer protection for physical goods, services 
and embedded systems

2. Revision of the Consumer Acquis (Green Paper on 
the Review of Consumer Acquis)

• political debate going on the idea of 
extending the scope of Consumer Sales 
Directive to digital services
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3. Open source and consumer rights

4. The interface between user rights and 
copyright protection

5. Consumer empowerment in digital 
environment
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Giving examples

• Physical goods (Citroen 2 cv)

• Embedded systems (mobile phones, 
navigation devices, microwave ovens)

• Services (software, ring tones, music)
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Consumer Protection for 
Physical Goods

• manufacturers, and in some cases sellers and 
importers, are liable for damage caused by the goods 
they sell 

• products have to be able to function as advertised and 
also as reasonably expected by consumers

• products have to be in conformity with the contract of 
sale

• consumer rights are mostly put in place by mandatory 
regulations

• it is not possible to use agreements to force 
consumers to give up their rights
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Consumer Protection for 
Embedded Systems

• i.e. mobile phones, navigation devices

• include both software and physical goods

• are included in normal consumer protection 
legislation

• if an embedded system doesn’t work 
because of a problem with its software, 
consumers have full legal recourse 
against the manufacturer
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The line between software and physical 
goods is getting foggier

• technical development 

• it is possible to update or add 
features to a product very easily

• especially if there’s also a way 
to connect it to the Net. 
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The increasing use of 
consumables as a platform for 

services

• A mobile phone into which a 
consumer has loaded 2,000 songs 
from the service provider 

• A GPS navigation device filled with 
detailed geographical maps of Finland
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Consumer Protection for 
Services

• Consumer Sales Directive does not 
apply

• a consumer good is defined as a 
‘tangible moveable item’

• no protection in case of defective 
performance
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Case: Software

• the manufacturer is allowed to use license 
agreements to limit its liability to the minimum

• manufacturers typically deny having any 
responsibility for the proper functioning of 
delivered software in a user’s computer 

• the software is sold effectively “as-is” and 
consumers are left to solve any problems by 
themselves

protection for consumers is 
almost non-existent
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http://arstechnica.com/news.ars/post/20080329-adobe-joins-list-of-companies-not-reading-own-

eulas.html
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http://news.bbc.co.uk/1/hi/business/7252707.stm
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Main findings in the NCC 
Study ‘Whose licence is it 

anyway?’:

• complex wording and widespread use of legal 
jargon

• legal uncertainty, with frequent references to 
legislation in other countries

• immediate contract termination rights for the 
provider

http://www.ncc.org.uk/nccpdf/poldocs/NCC195rr_whose_licence.pdf



ICTEC 14.4.2008 (Digital Consumer and User Rights)

• the right for the provider to remove 
services without notice

• ambiguous references to ‘statutory rights’

• restrictions on the transfer of the users’ 
rights to a third party

• excessive exclusion of liability
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Microsoft XP EULA

”Microsoft warrants that the Product 
will perform substantially in accordance 
with the accompanying materials for a 
period of ninety days from the date of 
receipt.”  
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The Green Paper 

• The Directorate General for Consumer Affairs has 
lately shown an interest in protection of 
consumers’ rights in digital information services

• The green paper asks: 

• Should the scope of the Consumer Sales 
Directive be extended to services?

• the loophole in legislation is considered a ‘potential 
consumer protection lacuna’ 
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The Green Paper: 
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http://ec.europa.eu/consumers/rights/
detailed_analysis_en.pdf
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Business Sector:

http://ec.europa.eu/consumers/rights/
detailed_analysis_en.pdf
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• The first caveat is not very convincing. 

• The second and third caveats are more 
severe.

• Is the defects liability problem mainly a 
problem of compatibility? 

• In fact, it is questionable if the extension of 
Consumer Sales Directive is the best 
solution. Maybe not?
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• a cooling-off period also for digital 
services

• mandatory requirement to offer trial 
versions for digital services 

An Alternative Solution?
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Reasonably expected

• According to the Consumer Sales Directive 
products must be able to function as reasonably 
expected by the consumers 

• If the scope of Consumer Sales Directive will be 
extended to services:

• What is reasonably expected with 
respect to software and other digital 
content?
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What is reasonable expected 
by consumers?

• Ring tones?

• Navigation services?

• Software?

• Music?

• Cardiac pacemaker?
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What about open source and 
consumer rights?

• Stephen Walli:

• “FOSS projects are not products – 
they are interesting buckets of 
technology” 

• “A project is an interesting bucket of 
technology with users and 
contributors, i.e. the project’s 
community” 
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• Stephen Walli:

• “A product is packaged, installable, tested, 
documented, supported, and maintained for 
customers 

• Companies build products as part of their 
value proposition to their customer; 
another way to say this is customers buy 
products (solutions), not software”
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• In addition, it is noteworthy that Consumer 
Sales Directive does not apply in a situation 
where a product is offered for free!

• Therefore, the extension of Consumer 
Sales Directive wouldn’t be a problem
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• both software and content are 
typically protected with copyright

• copyright regulation has direct 
relevance for consumer protection

• none of the European copyright 
directives even mention the word 
"consumer" 

The interface between user 
rights and copyright protection
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Digitalization has changed the standing of 
the user of copyrighted content

• In the analogue world 

• consumers had a wide range of 
rights to use works they had 
acquired

• albeit with practical limitations 
pertaining to physical limitations
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In the digital environment 

• users’ rights and possibilities of making 
private copies are strictly limited 

by legal and 

technical means 

(i.e., digital rights management)
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Conclusion

• just as with consumer rights, user 
rights are relatively weak in the digital 
environment

• consumers do not have any digital 
rights unless given by the right holder

• the situation of the consumer has 
worsened in many different ways
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Norwegian Consumer Council 
argues

consumers should have the following rights to all digital works: 

• Make backup copies 

•  Watch and/or listen to content when you want to 

• Move content between players 

• Convert content to an appropriate format 

• Adapt equipment 

• Use digital content without being monitored 

• Make use of public and private services 

• Make use of necessary technology and assistance to exercise your 
digital rights 
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• What about a consumer who just 
wants to watch movies in her 
Windows Vista or listen to songs in 
her iPod? 

• Wouldn’t she end up paying more for 
content than necessary because the 
content provider cannot offer 
different prices for different consumer 
groups (i.e., price discriminate)? 

Pay-per-use
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Bringing it all together

• The value of the service can often be ten or even a 
hundred times the value of the device itself

• High level of consumer protection in physical 
goods

• The situation changes considerably with services 
(intangible goods)

• There is currently political debate going on the 
idea of extending the Consumer Sales Directive to 
Digital Goods
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• However, it isn’t so straightforward!

• Digitalization strengthens at the same time 
the consumer empowerment
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Consumer empowerment
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Thank you!

(I would like to thank Juha Laine and  Ville Oksanen for 
their valuable support)
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